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INTERROGATING A LIST OF POLICIES ASSOCIATED 
WITH A GIVEN USER AND A PHYSICAL DEVICE 



DETERMINING A LOCATION OF THE PHYSICAL DEVICE 
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DETERMINING A LOCATION COMPRISES THE STEP OF 
USING AT LEAST ONE AMONG 
A GLOBAL POSITIONING SYSTEM AND A TERRESTRIAL WIRELESS 
INFRASTRUCTURE SYSTEM 
TO PROVIDE THE LOCATION OF THE PHYSICAL DEVICE 
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COMPARING THE LOCATION OF THE PHYSICAL 
DEVICE WITH A LIST OF TRUSTED LOCATIONS 
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ENFORCING A PLURALITY OF RULES CONTAINED IN THE POLICY 
WHEREIN ACCESS TO SENSITIVE INFORMATION IS LIMITED 
OR RESTRICTED BASED ON THE LOCATION 
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BLACKING OUT A DISPLAY, REPLACING THE SENSITIVE CONTENT 
WITH INNOCUOUS CONTENT, 
PROHIBITING ACCESS TO THE CONTENT, AND 
HIDING THE CONTENT FROM THE GIVEN USER. 
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PROVIDING A REMINDER TO THE GIVEN USER IN RESPONSE TO AN ATTEMPT 
TO ACCESS SENSITIVE INFORMATION ON THE PHYSICAL DEVICE 
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REQUESTING AUTHENTICATION FROM THE GIVEN USER IN RESPONSE TO 
AN ATTEMPT TO ACCESS SENSITIVE INFORMATION ON THE PHYSICAL DEVICE 
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REQUESTING AUTHENTICATION BY REQUESTING PROVISION OF A 
UNIQUE PASSWORD FOR THE GIVEN USER, A UNIQUE ACCESSING DEVICE, 
OR A UNIQUE BIOMETRIC CHARACTERISTIC OF THE GIVEN USER 
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